
D A T A  S H E E T

VeriCall Technology + Fraud Intelligence
Seamless Caller ID Validation and Fraud Risk Assessment in One Simple API

VeriCall® Technology now delivers fraud intelligence from the Pindrop Intelligence Network (PIN). Enterprise 
contact centers can now use VeriCall Technology to step down authentication to save time and money 
while improving the customer’s call experience, as well as increase security to help protect against bad 
actors. VeriCall Technology and the Pindrop Intelligence Network have analyzed over 5 billion calls for 
companies across a variety of industries, including financial services, retail, telecommunications, insurance, 
healthcare, and more.

VeriCall Technology provides enterprise-grade phone 
number validation and spoof detection. The technology 
analyzes call metadata with machine learning to 
validate when a call is coming from the device that is 
associated with the number, and detect when a call 
is spoofed. Analysis is complete in milliseconds and 
a score is delivered to the IVR to support routing and 
authentication decisions.  

How It Works

The PIN score is generated by applying machine 
learning to a vast array of call intelligence derived 
from analysis on over 5 billion calls to date. PIN Score 
measures a variety of risks, including:      

• Phone Number Reputation  
Phone numbers associated with confirmed fraud 
calls in the past. Factors such as the time lapsed 
since the last fraud report and the number of 
attempts reported weigh into this assessment. 
 

• Calling Patterns 
Suspicious behavior with a phone number and/or 
the carrier. Examples include when a number places 
multiple calls in a short amount of time, or the use 
of specific carriers by certain numbers during fraud 
attempts.

About PIN Score

What’s New

Using the same API endpoint, VeriCall Technology now 
delivers a separate PIN Score designed to rate fraud 
risk posed by the calling number.  



Automatically Green Light More Calls 

Over 90% of callers can now face fewer security 
questions, one time passcodes, or agent-led 
authentication.

Calls scored Green can result in:  

• Lower handle times
• Improved IVR Self-service
• Higher CSAT scores
• Better agent performance

Instantly Identify and Respond to Fraud Risk  

By isolating the small percentage of bad actors, PIN 
Score can inform call routing, alert agents, and gather 
intel for case management. 

Flagging Fraud Risks can result in:  

• Mitigating fraud events and losses
• Protection for customer accounts
• Avoiding bad publicity 
• Added confidence for agents

Combining VeriCall Technology with PIN Score can help: 

Integration

The PIN Score is integrated into the existing VeriCall Technology API delivery system. Customers will now receive two 
scores on every call, one to validate the calling number, and the other to score the number’s fraud risk.  
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In an increasingly digital world, Pindrop® lets people use their voice to seamlessly connect to, enter and unlock new experiences while safeguarding their privacy. Using its patented 
precise voice identification technology, Pindrop is leading the way to the future of voice by establishing the standard for identity, security, and intelligence for voice interactions. 
Protecting some of the world’s biggest banks, insurers and retailers, Pindrop enables customers to quickly, conveniently and securely connect to the information and resources they need. 
Its precise voice identification technology recognizes unique identifiers within the human voice that enables its customers to prevent fraud and deliver exceptional customer experiences 
in call centers, obtain information from smart devices and even activate cars. A privately held company, Pindrop is venture-backed by Andreessen Horowitz, Citi Ventures, Felicis Ventures, 
CapitalG, GV, IVP, and Vitruvian Partners. Visit pindrop.com for more information.

Pindrop @Pindrop

The Pindrop team will work with your organization to 
develop business rules that incorporate the insights 
from both scores to green light more callers and quickly 
respond to high-risk interactions. 

For more information, please contact us at: 
info@pindrop.com


